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Abstract—Gaussian blur is widely used to blur human faces in
sensitive photos before the photos are posted on the Internet.
However, it is unclear to what extent the blurred faces can be
restored and used to re-identify the person, especially under
a high-blurring setting. In this paper, we explore this question
by developing a deblurring method called Revelio. The key
intuition is to leverage a generative model’s memorization
effect and approximate the inverse function of Gaussian blur
for face restoration. Compared with existing methods, we
design the deblurring process to be identity-preserving. It uses
a conditional Diffusion model for preliminary face restoration
and then uses an identity retrieval model to retrieve related
images to further enhance fidelity. We evaluate Revelio with
large public face image datasets and show that it can effectively
restore blurred faces, especially under a high-blurring setting.
It has a re-identification accuracy of 95.9%, outperforming
existing solutions. The result suggests that Gaussian blur
should not be used for face anonymization purposes. We also
demonstrate the robustness of this method against mismatched
Gaussian kernel sizes and functions, and test preliminary
countermeasures and adaptive attacks to inspire future work.

1. Introduction

With the rise of online social networks, search engines,
and content-sharing platforms, billions of photos are cir-
culating on the Internet, many of which contain identifiable
human faces. For privacy considerations, users often blur the
faces in a sensitive photo before posting it on the Internet.
For example, news media may publish photos of crime
scenes and blur the faces of the victims/offenders to protect
their privacy [1], [2]. Similarly, people who post photos
of civil unrest usually blur the faces of protesters [3], [4].
Social media users who post photos of themselves/friend-
s/strangers may choose to blur the faces if the photos
capture sensitive, unflattering, or even illegal activities (e.g.,
drinking, stealing, or using drugs).

Gaussian blur [5] is among the most commonly used
blurring algorithms [6], [7] to smooth and remove high-
frequency details in face images. This is done by weighted-
averaging on every pixel with its neighboring pixels where
the weights are based on a Gaussian distribution (realized
by a convolution kernel). Under a high-blurring setting,
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Gaussian blur can make the face unidentifiable to human
eyes and thus is often used as an anonymization tool. The
wide use of Gaussian blur, especially by lay users, is largely
due to its availability in everyday photo-processing software
and apps such as Adobe Photoshop [8], Apple’s Motion [9],
and ASPOSE [10]. In particular, certain software would
explicitly advertise using blurring algorithms for privacy
protection [11], [12], [13], [14].

Motivation. In this paper, we ask one basic question: 7o
what extent can adversaries restore a Gaussian blurred face,
and identify the person in the photo. We particularly explore
this question under a high-blurring level to push the limit
of the deblurring method. Prior works have explored related
questions but under different deanonymization contexts. For
example, Cavedon et al. [15] showed that image pixelization
could be reversed using a Maximum A Posteriori (MAP)
method but their method cannot be applied to Gaussian blur.
In addition, their method is customized for video streams
(i.e., requiring multiple video frames) instead of a single
photo. Hill et al. [7] used a Hidden Markov Model (HMM)
to restore redacted text on documents. This method relies
on the fixed set of English characters and digits for text
recovery, but does not apply to human faces.

More recently, related work from the machine learning
community seeks to address the (blind) image restoration
problem [16], [17], [18], [19], [20]. Their goal is to restore
high-quality images from degraded photos without prior
knowledge of the degradation process. These works cannot
answer our research questions for two reasons. First, most
existing solutions are designed to restore unintentional im-
age blur caused by camera shakes, poor lighting conditions,
and low-quality cameras. The target degradation strength
is usually low. In contrast, we focus on Gaussian blur
intentionally applied for privacy protection, and thus the ex-
pected blurring level is much higher. As shown in Figure 1,
under a heavy-blur setting (with a Gaussian kernel size of
81), existing solutions have a subpar performance. Second
and more importantly, existing solutions are not designed
to be identity-aware. They focus on re-generating facial
details but the face does not need to be that of the original
person/identity (Figure 1). In contrast, we want to preserve
the identity of the original image. Note that, one recent
solution Fantdmas [20] indeed targeted face anonymization
scenarios. However, they also did not explore restoring faces
from highly blurred images (their kernel size is only 29).
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Figure 1: The original face has been blurred with Gaussian
blur (kernel size K = 81) to hide the user identity. Our
proposed method (Revelio) can restore the blurred face
with a higher fidelity with respect to the original identity.

We re-trained their method under a heavy-blur setting, and
Figure 1 shows that the face restoration is still suboptimal.

Our Approach.  To answer our research questions, we
develop a system called Revelio. The key idea is to (1)
use a conditional Diffusion model to approximate the inverse
of the Gaussian blur function, and (2) use a large reference
database and an identity retrieval model to augment the
face restoration process. The intuition is two-fold. First, we
utilize the memorization effect [21] in diffusion models.
We assume the adversary can construct a large reference
database D of face images. This is a realistic assumption
given the aggressive image collection from social media
services and search engines, which can also be done by other
parties via web crawling. By training the diffusion model
with such a reference database, we use the memorization ef-
fect to synthesize face details based on the matching identity.
Importantly, even if the target identity is not in the reference
database D, it is still possible for the model to perform face
restoration with similar-looking identities in the reference
database (validated in §5.5). Second, while it is impossible
to construct a lossless inverse function for Gaussian blur,
we modify the diffusion model to approximate the mapping
from the blurred face to the original clear face. This is done

by making the denoising process conditioned on the blurred
input to preserve the original identity.

Based on these intuitions, Revelio takes a Gaussian
blurred image X as input, and first performs a preliminary
restoration to produce an image Y, using a base diffusion
Model. Then it uses Y, to query the reference database to
find a potentially matching identity. If the blurred image
contains a known identity, the system retrieves reference
images of this person and uses these images to fine-tune
the base model to enhance the fidelity of face restoration.
However, if the person is never seen (i.e., not in the reference
database), Revelio can detect this is an out-of-distribution
(OOD) identity, but still uses other “similar-looking” faces
to recover the face details.

Evaluation. We evaluate Revelio using public face im-
age datasets CelebA-HQ [22] and FFHQ [23]. We construct
a reference database of 28,000 images and perform testing
on images that never appear in the reference database. We
test both light-blur (kernel size 37) and heavy-blur (kernel
size 81) settings, and compare Revelio with existing
face restoration solutions (GFP-GAN [16], DifFace [17],
PULSE [19], and Fantdmas [20]), and a Parrot Recogni-
tion method [24]. We have three main observations. First,
Revelio outperforms existing methods with respect to the
restored image quality, and more importantly, the fidelity to
the original identity. The advantage of Revelio is more
significant under the heavy-blur setting. Second, adversaries
can use Revelio to successfully retrieve the identity of the
blurred image when the identity is in the reference database.
Under a heavy-blur setting, the identity retrieval accuracy
achieves 95.9%. Importantly, even when the identity is never
seen (OOD identity), Revelio can still use other similar-
looking faces to restore the face (with minimal quality
degradation). Third, Revelio exhibits robustness against
images blurred with unknown Gaussian kernel sizes. Its
built-in kernel size estimator can accurately infer the kernel
size with a mean absolute error (MAE) lower than 1, and
can tolerate kernel size mismatches within an offset of 6.

While defense is not the main focus of the paper, we
have experimented with a few countermeasure ideas to
disrupt the adversaries’ models. We show that, while some
of the countermeasures (e.g., image compression) can affect
the vanilla attack, the impact can be largely mitigated by
adaptive attacks. Further research is still needed to develop
more secure and robust face anonymization methods. We
have responsibly disclosed our findings to related parties
including OpenCV, PyTorch, Adobe Photoshop, Apple (i0S
SDK team) and FTC (Federal Trade Commission). Further
ethics discussions are in §7.3.

Contributions.  Our paper has three key contributions:
New method: we developed an identity-aware deblur-
ring method to restore Gaussian blurred face images. It
combines a conditional Diffusion model with an identity
retrieval method to restore the blurred face images while
preserving identity fidelity.

New evaluation: unlike prior works, we specifically tar-
get a high-blurring level to test the deblurring algorithm,



which is more aligned with the face anonymization threat
model. We show that our method outperforms existing
solutions under such settings.

New tools: we responsibly share our code! with other
researchers to facilitate future research.

2. Background and Related Work

2.1. Gaussian Blur

Gaussian blur [5] is a widely used blurring method avail-
able in many popular photo-processing software (e.g. Adobe
Photoshop [8], Apple’s Motion [9], and ASPOSE [10]),
and tools designed to protect user privacy in images (e.g.,
Imgtools [12], Snagit [13], ILovelmg [14], and Blur Face
Censor Image [11]). It is also supported by popular SDK
for mobile apps [25], [26]. Gaussian blur removes high-
frequency details from the image by convolving the image
with a Gaussian function. It superimposes a 2D Gaussian
distribution over a group of pixels in the image and com-
putes new RGB values by weighted averaging every pixel
with its neighboring pixels. The weights are based on the
Gaussian distribution. Below shows the Gaussian function
in two dimensions:

G(i:)) = 5

This function creates the convolution kernel applied to every
pixel in the original image. Here, i and j specify the location
coordinates from the center pixel (0, 0). We use K to
represent the convolution kernel size, which also defines the
range of i and J. For example, if the kernel size K = 3, then
i and J would range from -1 to 1 (inclusive). In this paper,
we use a Gaussian blur with a square kernel. K needs to be a
positive odd integer such that there is one center pixel in the
kernel. Note that the Gaussian distribution is parameterized
by (standard deviation), which also influences the strength
of the blurring. A larger leads to a flatter/wider Gaussian
distribution, leading to a stronger blurring effect. In a typical
Gaussian blur implementation, needs to be scaled in
proportion to the kernel size K. Otherwise, if we have a
large kernel radius but a small , the far-away pixels would
have little impact despite the large kernel size. As a result,
real-world Gaussian blur implementations often use a fixed
function to compute  based on the user-specified kernel
size. For example, both PyTorch [27] and OpenCV [28]
implemented Gaussian blur using this dependency function:
=0:3x%((K—-1)%0:5—-1) +0:8.

|2+j2
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2.2. Blind Image Restoration

The machine learning community has worked on blind
image restoration, which is related to but is different from
our problem. Blind image restoration aims to recover high-
quality images from degraded images without prior knowl-
edge of the degradation. There are three main categories
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of methods. First, researchers have used Generative Adver-
sarial Networks (GANSs) for image restoration such as GFP-
GAN [16], GPEN [29] and PSFR-GAN [30]. Second, super-
resolution models [19], [31], [32] transform low-resolution
images into high-resolution ones (e.g., PULSE [19]). Third,
researchers also use diffusion models for blind image
restoration [18], [33], [34], [35], [36], some of which can be
used on face images (e.g., DifFace [17]). Recent diffusion-
based models begin to take identity consistency into consid-
eration [37], [38]. However, all these studies focus on acci-
dental image degradations (e.g., caused by camera shakes)
instead of intentional face deanonymization. Their blurring
levels are typically set to be low (e.g., K=41 in [37], [38]),
which is close to our light-blur setting (K=37) but is still not
strong enough to hide users’ identities (significantly lower
than our heavy-blur setting K=81). In contrast, we focus
on intentional image blurring for privacy protection, under
a heavy-blur setting. Some other diffusion-based models
utilize a few reference images to ensure high restoration
quality [39], [40], [41]. However, these works assume the
reference images of the same identity are already identified
and available, which is not true in our threat model.

2.3. Image Restoration vs. Privacy Protection

Prior works from the security community have looked
into how to restore images that have been blurred or pix-
elated for privacy/anonymization purposes. For example,
Cavedon et al. [15] show that pixelated videos can be
recovered using a Maximum A Posteriori (MAP) method.
However, their inverse function is specifically designed for
pixelization rather than Gaussian blur. They also require
multiple frames in a video stream for the restoration. Hill
et al. [7] introduce an attack method to recover the original
text in redacted documents (from pixelization and blurring),
but it does not handle human face images.

More recently, researchers have used machine learning
methods to restore face images under anonymization. For
example, Todt et al. [20] evaluated 15 image anonymiza-
tion techniques (including Gaussian blur) and introduced
Fantomas, an auto-encoder-based image restoration method.
Unfortunately, this work did not perform face restoration
under a high degradation setting. For Gaussian blur, they
only used a small kernel size (K = 29). In §5, we show
that Fantdmas cannot effectively handle heavily blurred face
images (K = 81) even after re-training.

Other related works proposed “Parrot Recognition” to
directly re-identify anonymized images without performing
image restoration [24], [42]. The idea is to train the classifier
on blurred images and then perform classification on blurred
images to recognize their identity. While the classification
accuracy is higher than random guessing, it is still chal-
lenging for an accurate re-identification under a heavy-blur
setting when there are a large number of candidate identities
(e.g., over 1000). The accuracy is around 65% as shown in
a recent work [24]. Considering that parrot recognition does
not restore blurred faces, it only addresses part of our threat
model (see §3 for details).



2.4. Facial Recognition and Attacks

There is a large body of related work on facial recog-
nition systems [43], [44], [45], [46], [47], [48], [49], [50],
and adversarial attacks against them [51], [52], [53], [54].
In addition, researchers have also re-purposed some of the
attack methods as privacy protection tools [55], [56], [57],
[58]. This line of work is different from ours because they
operate on clear face images rather than Gaussian blurred
images. Also, these privacy protection mechanisms have
very different goals. They seek to fool facial recognition
models, but the human faces in the images should still be
visible and recognizable to human eyes.

3. Threat Model

We focus on photos that contain identifiable human
faces. To protect user privacy, Gaussian blur is used to blur
the whole face before the photo is posted on the Internet.

We assume the attacker has access to the blurred version
of the photo (denoted as X), but does not have access
to the original photo before blurring (denoted as y). The
attacker’s goal is to (1) restore the blurred photo such that
the recovered face looks similar to the original face (i.e., face
restoration), and (2) reveal the identity of the blurred face by
matching it to a set of known identities (i.e., deanonymiza-
tion). We believe that deanonymization and face restoration
are two different levels of privacy violations, and achieving
both presents a stronger attack.

In this case, we assume the attacker maintains a large ref-
erence database of human face images (denoted as D). The
availability of such a dataset is a realistic assumption. For
example, adversaries could be authoritarian governments,
Al companies, or social media platforms that already have
access to identity-labeled face image databases. Even small
academia groups have demonstrated the ability to gather
large-scale, identity-labeled, face image databases in the past
(e.g., LFW [59], MegaFace [60]). The attacker only focuses
on the face area—they can crop the blurred face region (e.g.,
in a square) before running the deblurring attack.

In our study, we consider two possible scenarios. First,
in-distribution attack (or closed-world attack): the attacker’s
reference database D contains this victim’s other photos
(not y). The attacker thus aims to restore the face and
link the known identity to the blurred image, achieving
both deanonymization and face restoration. Second, out-
of-distribution (OOD) attack (or open-world attack): the
attacker’s reference database D never indexes any photos
of this victim. In this case, the attacker should be able
to tell that the victim is not in the reference database.
Howeyver, the attacker can still achieve face restoration, i.e.,
recovering the blurred face to look similar to the victim’s
original face (using other face images in D). While OOD
attack cannot achieve immediate deanonymization, it still
has practical implications through face restoration. For ex-
ample, by publishing the “deblurred” photo, the person in
the photo could be potentially re-identified in an ad-hoc
manner by the viewers who know the person in real life

(e.g., friends/families/supervisors). Also, if the target is a
wanted criminal, law enforcement could use the restored
photo (as a police sketch) for their investigation.

4. Methodology

We develop a system called Revelio to restore blurred
face images and recover their original identities. The system
design of Revelio is shown in Figure 2.

4.1. Intuitions and Design Overview

Challenges. First, Gaussian blur introduces significant
“information loss” to an image as introduced in §2.1. Ex-
isting works such as DDRM [61] and SNIPS [62] treat
the general image restoration problem as a linear inverse
problem; however, the degradation matrix of Gaussian blur
is ill-conditioned for this formulation due to its irreversible
information loss [5]. ML-based restoration methods [16],
[17] are not designed for intentionally applied heavy blur-
ring for privacy reasons (§2.2).

Design Intuitions. = We design Revelio based on two
key intuitions. First, we utilize the memorization effect of
generative models. Recent research [21], [63] shows that
generated images from diffusion models are partially repli-
cating the training data. In our scenario, this is not necessar-
ily a weakness but an opportunity to construct attacks. Even
though the model is not trained on the clear version of the
input image, as long as the model has seen this person’s
other images, the memorization of training data could lead
the model to reproduce this person’s facial features. Sec-
ond, while it is impossible to construct a lossless inverse
function for Gaussian blur, we can use a diffusion model to
approximate the inverse function. The information loss can
be partially recovered by learning the features of general
human faces, especially faces that look similar to the target.

4.2. Face Restoration

We start by constructing the Base Model Mg for face
restoration (step = in Figure 2). Given a blurred image X,
Mg aims to restore it to a clear image that looks similar to
the original image Y.

Training: Overview.  We train Mg using the reference
database D owned by the adversary. Using D, we first
construct the training dataset by applying Gaussian blur
on the images to produce “ground-truth” pairs of blurred
images X and their originals y as tuples: {(X;y)}. Using
this dataset, the model learns the inverse mapping from the
blurred image X to the corresponding clear image y. The
idea is to approximate the conditional distribution p(y|X)
(which represents the inverse of Gaussian blur). Instead
of using the traditional Denoising Diffusion Probabilistic
Model (DDPM) [64] (which only captures the distribution
p(y) of generic face images), we use conditional diffu-
sion [34] such that the generated faces are faithful to the
original face’s identity (i.e., conditioned by the input X).
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Figure 2: System workflow. The original clear image y is Gaussian blurred to generate image X (q[). This blurred image X
is the input to Revelio. To recover the original face, we first use a Base Model Mg to perform preliminary restoration
(=). Then in step ,, we use pre-recovered image Yy, for identity retrieval. In step ,,, we use the matched identity to find
more reference images to fine-tune the model. Finally, using the fine-tuned model (Mg ), we can further improve the fidelity

of the restored image (7).

Diffusion Model’s Forward Process. A diffusion model
has a forward process and a reverse (denoising) process.
The forward process gradually adds Gaussian noise (not
Gaussian blur) to “destroy” the clear image until the image
turns into pure Gaussian noise. Then, we learn to recover
the original image by modeling the reverse process. For our
forward process, we start by drawing an image pair (X;Y)
from the training dataset. We set Yo =Y, and then a forward
Markov chain gradually adds Gaussian noise into Yo with a
total of T steps:

qlyelye 1) =NVelv e 1:(1— 9I) 2)

Here t represents a time step from 1 to T. A and I denote
a Gaussian distribution and the identity matrix, respectively.

t is a hyper-parameter between 0 and 1 which defines the
variance of the Gaussian noise added in each step. We can
rewrite the forward process into a closed form. Given the
initial clear image Yo and Y at any step, we can represent
the distribution y; 1 as the following:

a(ye 1lyo;ye) =Nyt 1| 5 °I) 3)

ptl(l t)

[ X
where = Yo + tglitt—l)yt; 2 —

w ;and ¢ = I, <. Note that ¢ can rep-
resent the strength of the current noise level, which will
be used in the denoising process later. and  here are
parameters of Gaussian noise (not Gaussian blur).

Conditional Denoising Process.  For the de-noising pro-
cess, we learn to recover the clear image y by optimizing a
neural network model T that is conditioned on the blurred
image X. This model f takes as inputs the blurred image
X, a noisy image VY at any step, and its current noise level

t, and predicts the noise vector . The noise vector will
be used to denoise Y; to restore the previous version Y¢ 1.

Here we use the same objective function for training the
network T used by [34]:
EopE ; [[F Gy o) — ||§ 4

Optimizing Eqn. 4 is the key to face restoration. Here we
use a U-Net architecture for T, concatenating the blurred
image X with Yt as the input. In this way, the blurred image
X serves as a prior that contains information about what
the clear image should look like. Without X, the model
would denoise y¢ blindly, leading to the loss of identity
information (i.e., only generating generic human faces). By
conditioning the denoising process on the blurred image
X, the model learns to recover the clear image y while
using the blurred X as guidance, preserving the identity
of X. This denoising process learns to remove both the
Gaussian noise and the Gaussian blur effect step by step. We
also use the attention mechanism on the U-Net architecture.
The U-Net architecture captures image features and expands
them through multiple layers. At the bottleneck layer, the
network encodes localized facial features (e.g., the eyes and
the mouth). We apply an attention mechanism at this layer,
encouraging the model to restore fine-grained face details.

Inference.  After the above training process, we obtain a
T that can approximate y¢ 1 given X;Y¢;and . Specif-
ically, Eqn. 3 now can be rewritten as the following to
calculate y¢ 1:

Yt 1

1 1—- ¢
Yt — T (XYt t)>+v1 tt
VAR ( vi— ¢ )
Thus, during the inference time, given an input blurred
image X and a Gaussian noise vector YT, we can restore and
refine the image iteratively to recover facial details while
preserving the identity of X. The model is trained on a



large-scale face image dataset (D), and we expect the model
to memorize high-fidelity details related to given identities.
During the inference time, we expect the model to restore
the facial details leveraging the memorization effect (e.g.,
using other images of X’s identity in the database, or faces
of other similar-looking identities).

Practical Consideration: Kernel Size Estimation. = Note
that the above model Mg is trained under a specific kernel
size for Gaussian blur. The kernel size K is set when we
construct the training data for Mg. In practice, adversaries
may not know the kernel size used by the input image X.
In this case, adversaries can either (1) try different models
(trained with different kernel sizes) and assess the recovered
image quality, or (2) proactively estimate the kernel size
based on input image X. We believe the second option
is more cost-efficient. Below, we develop a kernel size
estimator for this purpose.

Given an input blurred image X, the goal of the model is
to infer the kernel size K. To train the model, we first con-
struct a synthetic training dataset with “ground truth”. This
is done by randomly sampling face images and applying
Gaussian blur on each image using a series of kernel sizes.
Then we train a kernel size estimator using a regression
model. Here, we use a pre-trained model EfficientNetV2
Large [65] as the pre-trained model to improve the model
performance (pre-trained on ImageNet [66]). Then we re-
place the classification layer with a single output layer for
regression to estimate the kernel size K. We obtain the
model size K by rounding the regression estimation to the
nearest odd integer value. Then the K will be used to select
the proper model Mg for the face restoration of X.

4.3. Identity Retrieval

As shown in Figure 2 (), after using Mg to perform
preliminary face restoration, we expect the recovered face
image Yp to be somewhat similar to the original image but
is not yet of high quality and fidelity. Our hypothesis is that
image Yy, is good enough to recover the identity of the target
person if this person is in the reference database.

Face Embedding. To perform identity retrieval, the
adversary first needs to map the face images in the reference
database D to an embedding space. In this embedding space,
face images of the same person (identity) should be clustered
together while face images from different identities should
be mapped further away. To do so, we utilize an open-source
face recognition system [67] to perform face image embed-
ding. We select this model for its high facial recognition
performance as it achieves an accuracy of 99.38% on the
LFW (“Labeled Face Images in the Wild”) benchmark [59].

Identity Retrieval Function. A naive method is to
compute the average distance between the input image Yp
and other images of existing identities in the embedding
space to find the nearest neighbors for identity detection.
However, this naive idea is easily affected by the stochastic
process of face generation of the diffusion model Mg.
When we run Mg multiple times on the same input, the

generated images have significant variance, especially when
the blurring level is high. For certain rounds, the generated
images are highly similar to the target person, while for
other rounds the generated images look very different. The
intuitive explanation is that the memorization effect, when
triggered, can produce face details of the original person.
However, the memorization effect is not always triggered
the same way (or triggered at all) each round.

To this end, we determined that taking an average dis-
tance is not the best option. Instead, we run Mg on the
same input multiple times (i.e., N rounds) to generate a set
of {yb}, and then rely on the shortest distance to determine
the identity. The intuition is that within the multiple rounds
of face generation, one or a few rounds will trigger a strong
memorization effect to generate face images close to the
true identity. We rely on these rounds (with the shortest
distance) to maximize the success of identity retrieval. We
take N = 50 as our default settings. For each pre-recovered
image in the set {y,}, we calculate the distance between
the restored image and its nearest neighbor in the reference
database. We then take the identity (ID) of the nearest
neighbor as the winning identity for this round. Finally, the
most frequently appearing winning identity among the n
rounds would be selected as the final identity for input X,
which is denoted as I D¢.

Detecting Out-of-Distribution (OOD) Identities. The
above identity retrieval process will make a mistake when
the identity of the blurred image X is never indexed in the
reference database. In other words, the person in X has no
other images in the reference database and is never seen
by the diffusion model. We call such identities as out-of-
distribution (OOD) identities. To detect blurred images of
OOD identities, we use a simple shortest-distance thresh-
old. More specifically, out of the n rounds of restoration,
we identify the lowest distance between any of the pre-
recovered images in {yp} and their nearest neighbors in the
reference database. We denote this lowest distance as ldy.
If 1dy is higher than a threshold d, we will determine that X
has an OOD identity. We have experimented with alternative
(and more complex) strategies but found that this single-
threshold method worked better. For example, we attempted
to dynamically adjust the threshold based on per-identity
statistics such as the average similarity among the identity’s
reference images, or normalize the similarity score based on
the number of references. We will explore how the threshold
affects OOD detection accuracy later in §5.5.

4.4. Fidelity Enhancement

Once the identity has been recovered, we retrieve related
images from the reference database to further improve the
fidelity of image restoration. This step corresponds to steps
,» and ”7. The pre-recovered image Yy, may still carry
random facial features from the stochastic diffusion process.
To further improve fidelity, we fine-tune the base model.
First, based on the retrieved identity | D¢, we obtain a set of
reference images of this identity from the reference database
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light blur setting has a kernel size K = 37. The heavy blur
setting has a kernel size K = 81.

(denoted as {yr}). These images are of the same person
but do not contain the target image y. Second, using these
images as the fine-tuning dataset, we adapt the attention
block fine-tuning technique [68] to fine-tune Mg. We freeze
all residual blocks in the U-Net backbone architecture in
the base model except the attention blocks, which helps to
preserve the identity information during fine-tuning. Finally,
the fine-tuned model Mg can generate image Y, which is
expected to be of higher fidelity to the ground-truth image.

5. Evaluation

In this section, we evaluate the effectiveness of
Revelio and compare it with existing solutions.

5.1. Dataset and Setup

Gaussian Blur Setup. We use PyTorch’s implementation
of Gaussian blur as the target for proof-of-concept. The same
implementation is also used by OpenCV. We use kernel
size K to control blur levels (the standard deviation  of
the Gaussian distribution is dependent on K). We use two
different blur levels including light blur and heavy blur (see
Figure 3 for examples). Given the image size of 256 x 256
images, we apply Gaussian blur with kernel size K = 37
for “light blur” and use kernel size K = 81 for “heavy
blur”. K = 37 roughly matches the degradation level of
existing works. As discussed in §2.2, existing works used
Gaussian blur as a generic way to degrade image quality
(rather than for privacy protection), and thus did not use
high blurring levels. As shown in Figure 3, under light
blur, the blurred image does not fully hide the person’s
facial details. In contrast, under heavy blur, the images lose
significantly more details, making it harder to re-identify the
person. Our experiment will primarily focus on the high-
blur setting given it is more challenging for attackers. In
our experiments, if not otherwise stated, Revelio uses the
matching kernel size to train the corresponding model. In
§5.4, we will evaluate the attacker’s ability to predict the
kernel size and its tolerance of mismatched kernel sizes.

Datasets.  Our experiment mainly uses the CelebA-HQ
dataset [22], which includes 30,000 images, and 6,217 la-
beled identities. Another dataset FFHQ [23] is used for
OOD evaluation (§5.5). We selected these datasets because
they have been widely used by existing research [16], [17],
[29], [30], [33], [61], making it easy for result reproduc-
tion. Both datasets contain high-quality face images. Im-
portantly, CelebA-HQ includes identity labels (rare among
public datasets). Each person (identity) has multiple images
(5 images per identity on average). Finally, to evaluate
Revelio’s performance on low-quality images, we use
LFW [59], which contains 13,233 images of 5,749 identi-
ties. Compared with CelebA-HQ and FFHQ, LFW contains
noiser images with lower resolution and inconsistent face
angles and postures. More details will be discussed in §5.5.

We randomly split the images in CelebA-HQ into the
training set (28,000 images) and the testing set (2,000 im-
ages). The training set contains 6,084 unique identities, and
the testing set contains 1,521 unique identities (with 1,388
identities overlapping between the training and testing sets).
Despite the overlap of identities, a specific image can only
appear in either the training set or the testing set but not
both. In CelebA-HQ, the photos of the same identity can be
diverse: it often contains the photos of the same person taken
in different years, with different hairstyles, accessories, or
even different facial hair. We train our Base Model Mg with
28,000 training images for 1,000 epochs. Due to computing
resource limitations, the dimensions of the images are set
to 256 x 256 during training and testing. The training set
(28,000 images) also serves as our reference database for
identity retrieval.

Experiment Setup.  Our experiment covers both closed-
world (in-distribution attack) and open-world (OOD attack)
settings. The main experiment uses the closed-world setting
to assess the design choices in Revelio. Under this setting,
the identities of the blurred images are included in the ref-
erence database. For open-world settings, we test identities
that are not included in the reference database.

For the closed-world setting, we randomly select 50
identities and a total of 97 images from the festing set to ap-
ply Gaussian blur. These identities have other images in the
reference database (i.e., the training set) but these 97 testing
images never appear in the training set. For the open-world
setting, we manually construct a set of out-of-distribution
(OOD) identities and ensure (1) the testing images never
appear in the training set; and (2) these identities have no
other images in the training set either. In other words, these
identities are never seen by the model. We obtain 97 of such
images from 91 OOD identities (see §5.5 for details).

5.2. Evaluation Metrics and Baseline Methods

Evaluation Metrics. = We use different metrics to evalu-
ate the identity retrieval and face restoration. For identity
retrieval (model MR), we evaluate its performance using an
Identity Retrieval Accuracy (IRA) which measures the ratio



Kernel Size | K=37 K=38I
Blurred | 38.1% 0.0%
Parrot Recognition | 60.8%  51.5%
Fantomas 35.0% 8.0%
GFP-GAN 26.8% 1.0%
PULSE 0.0% 0.0%
DifFace 37.1% 1.0%

Ours 100 % 95.9%

TABLE 1: Identity retrieval accuracy. We test both the light-
blur (K = 37) and heavy-blur (K = 81) settings.

of blurred images for which the model correctly retrieves
their identity out of all the testing images.

For the face restoration (models Mg and Mg), we use
standard metrics to assess the fidelity of the restored images
and the overall image quality. Fidelity evaluation measures
how similar the restored image is in comparison with the
original ground-truth image. First, we use PSNR [69] to
make a similarity comparison at the pixel level for the two
images. Second, we use LPIPS [70] and SSIM [71] metrics
that approximate human perception for image similarity
comparison. Third, we measure how well the restored image
preserves the facial identity of the original image using ID
Distance (IDD) [72]. Unlike the other metrics (that consider
features of the entire images), IDD focuses more on facial
features related to a person’s identity (e.g., eyes and nose).
IDD calculates the angular distance between the feature
vectors of the restored face image and the ground-truth
image (features extracted by a pre-trained ArcFace [43])

Finally, to assess the overall quality of the restored
images, we use FID [73] which measures the distribution
similarity between the output datasets (of the restored im-
ages) and the ground-truth datasets. FID measures how well
the restored faces resemble general human faces.

Comparison Baselines. We compare Revelio with
existing restoration methods including Fantdmas [20], GFP-
GAN [16], DifFace [17], and PULSE [19]. Fantomas, GFP-
GAN, DifFace use auto-encoder, GAN, and diffusion mod-
els, respectively, for face restoration. PULSE is a super-
resolution model to restore face images. We chose these
models because they are able to handle Gaussian blur, and
their authors have made the code available for sharing.
Fantdmas was originally trained with kernel size K=29 and
thus we retrained it with K=37 and 81. We also included
a Parrot Recognition method [24] as an identity retrieval
baseline. As described in §2.3, Parrot Recognition directly
trains a re-identification classifier on blurred images without
performing face restoration.

5.3. Basic Evaluation Results

We first run basic experiments to evaluate identity re-
trieval and face restoration under the closed-world setting
(i.e., the target identity is included in the reference database).

Identity Retrieval Accuracy. We start by evaluating the
identity retrieval model (Table 1). Before testing any face

Ground Truth

Before Fine-tuning

After Fine-tuning

Figure 4: Restored faces before fine-tuning and after fine-
tuning. We highlight the area where the fine-tuning has made
a major improvement in image fidelity and quality.

Model | PSNR" SSIM" LPIPS# IDD# FID#
Mp | 2475 0.68 0.24 071  41.84
Mr | 24.94 0.69 0.23 0.64 39.97

TABLE 2: The Base Model Mg vs. the Fine-tuned Model
Mg under the heavy-blur setting (K = 81). T means a
higher value is better. | means a lower value is better.

restoration methods, we first establish a baseline by directly
running our identity retrieval method on the blurred images
X without restoration. The result is shown in the “blurred”
row in Table 1. The result confirms that “light blur” (with
K=37) is not enough to fully hide the person’s identity as
the model can still recognize 38.1% of the blurred faces.
However, under “heavy blur” (with K=81), none of these
blurred faces are recognizable (0% accuracy). Table 1 also
shows the performance of Parrot Recognition [24] where the
classifier (ArcFace) has been retrained on blurred images
(with matching kernels). While parrot recognition has an
improved accuracy of 60.8% and 51.5% under the heavy
and light blur settings, respectively, the accuracies are still
not considered high.

Next, we examine identity retrieval accuracy on restored
faces. For Revelio, we run the identity retrieval model
(MR) on the pre-recovered images (from Mp) to identify
the person in the image. We test both the heavy-blur (K=81)
and light-blur (K=37) settings. As shown in Table 1, our
system achieves much better performance compared with
existing methods. Under light-blur, our system can 100%
recover the facial identity using the pre-recovered images
from Mg. Under the heavy-blur setting, our system still
achieves a 95.9% identity retrieval accuracy.

Among the other baselines, faces restored by Fantomas,
DiFace, and GFP-GAN preserve some identity information
under the light-blur setting. However, under the heavy-blur
setting, such identity information is no longer recovered,
which leads to a low identity retrieval accuracy (lower than
8.0%). This is confirmed by the examples in Figures 1 and 6.

The few errors from our system are caused by the inher-
ent challenge of distinguishing identities with similar facial
features and makeup. Recall that our reference database con-
tains 28,000 images and 6,084 identities, which makes face-
matching difficult. We present case studies in Appendix A.



Fant*mas PULSE GFP-GAN DifFace

Input Ground Truth Ours

Figure 5: Face restoration under Light Blur (K = 37).

Methods \ PSNR" SSIM" LPIPS# IDD#  FID#
Blurred \ 22.87 0.66 0.61 1.32  148.19
Fant6mas 23.65 0.66 0.44 0.98 120.79
GFP-GAN 24.08 0.69 0.29 0.90 94.80
PULSE 18.78 0.54 0.43 1.37 104.72
DifFace 25.30 0.70 0.29 0.88 78.07
Ours 28.04 0.78 0.17 0.37 27.16
GT \ 1 1 0 0 0.1

TABLE 3: Face restoration comparison under Light Blur (K
= 37). “GT” denotes the ground-truth clear image.

As shown in Figure 12, the mismatched identity looks very
similar to the restored face (as well as the original face).

Impact of Fine-Tuning. = Next, we use experiments to
demonstrate the impact of the Fidelity Enhancement module
(i.e., fine-tuning) for Revelio. This is done by comparing
the restored image quality and fidelity before and after
running the fine-tuned model (Mg ). For brevity, we only run
this experiment for the heavy-blur setting (K = 81) because
the image quality is already very good without fine-tuning
under light blur (see Figure 5).

As shown in Table 2, the fine-tuned model Mg out-
performs the base model Mg across all evaluation metrics.
Among the five metrics, we observe noticeable improve-
ments for IDD (which measures the fidelity of the face
images with respect to the original identities). Through fine-
tuning, we can effectively preserve the facial features of the
original person and suppress the randomness introduced by
the stochastic diffusion process.

Figure 4 shows a qualitative comparison between the
output images of the two models. While the output before
fine-tuning (from Mpg) is already a high-quality face image,
its fidelity to the original face is still slightly off. In this
example, facial features related to the eyes and the mouth
are still different from those of the original person. Also,
the hair area still has some blurring effect. After fine-
tuning, we can observe that the image (from Mg) has clear
fidelity improvements in these facial features, making it
more similar to the original person. Other subtle differences
can be observed by zooming in on the example images.

Comparison with Existing Methods.  Finally, we com-
pare the performance of Revelio with existing methods.

Input Ground Truth Ours Fant*mas PULSE GFP-GAN DifFace

Figure 6: Face restoration under Heavy Blur (K = 81). s

Methods | PSNR™ SSIM" LPIPS# IDD#  FID#
Blured | 1938 056 061 150 29051
Fantomas | 2206 061 049 116 1346l
GFP-GAN | 19.89 057 038 128 123.68
PULSE | 1725 050 046 142 11678
Difface | 2049 057 038 126  99.94
Ours 2494 069 023 064 3997

GT | 1 1 0 0 0.1

TABLE 4: Face restoration comparison under Heavy Blur
(K = 81). “GT” denotes the ground-truth clear image.

Under the light-blur setting (K = 37), we compare the re-
sults from our model (without fine-tuning) with the existing
models. As shown in Table 3, our model (even without fine-
tuning) outperforms all baseline methods across all evalua-
tion metrics. The most noticeable improvements are shown
by the LPIPS, FID, and IDD metrics. These metrics measure
perceptual similarity, overall image quality, and identity-
level fidelity. We present example images in Figure 5. Under
the light-blur setting, existing methods demonstrate their
ability to restore blurred images. The overall image quality
is good even though the restored faces may not always look
like the original person.

Revelio’s advantage is more visible under the heavy-
blur setting (K = 81). We compare the results of existing
models with our Mg model. As shown in Table 4, our model
outperforms existing models on all evaluation metrics, with
a much bigger gap than that under the light-blur setting.
Figure 1 has already shown some example images, and we
present additional examples in Figure 6 to cross-compare
with the examples under light blur (Figure 5). On one
hand, existing methods are not identity-aware. As a result,
they cannot faithfully restore the identity of the original
person in the image. In contrast, our method can achieve
identity-aware face restoration, by combining a conditional
diffusion model with identity retrieval. On the other hand,
existing methods are not designed to recover faces from
heavy blurring. Their performance is worse under such
settings. Overall, the result confirms that Revelio can
handle severely blurred images that the state-of-the-art face
restoration models are unable to (or not designed to) address.



